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Research Contents

Research Vision
I aim to solve the issues of "safe device management", "secure privacy", and "early learning of complex
information systems" that will become apparent in the ultra-smart society (Society 5.0).

(1) Identification technology for digital equipment using hardware features
- Management Technology for Digital Equipment -

Clock Signal
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the identification of the equipment.
Our goal is to develop a fundamental technology to deal with
the spoofing threats of IoT devices that are spreading in society. Creloneloter

Fig. Concept of “clock fingerprinting”
(2) Private data control for network services using edge computing vecnmques
- Private information protection technology for wide-area sensor applications -

We are researching a "local production for local consumption type network" that solves the anxiety of
private information leakage, which tends to be lost in exchange for enough security, with a network
mechanism. It is a technology that controls data flow at the end of the network (edge) to prevent unregulated
data distribution.

(8) Practical network/security engineer education
- Development of educational system and exercise scenario technology -

Nowadays, the operation of social systems using network systems has become indispensable, and the supply
of network/security engineers involved in this is strongly demanded.
However, information systems and their security operations require an integrated understanding of a wide
range of technical fields, including networks and computers, and the long hours of educational time required
to become proficient in these fields is an issue that needs to be resolved.

In this research theme, I am devising an efficient technical education system and developing practical
educational techniques by making use of the educational field of KOSEN.
researchmap : https!/researchmap.jp/nhoshi_pub

Available Facilities and Equipment |

‘ Single board computer Raspberry pi3B+ 20 units Single board computer Raspberry pi4 20 units
‘ Desk-top type incubator, ESPEC's Light Spec LU-124
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